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ABSTRACT
The increasing complexity and tight coupling between people and computer systems in military operations
has led to improved efficiency, as well as greater vulnerability due to system failure. Careful management
of workflow systems can minimize operational vulnerability in command and control. Tavana et al. (2011)
developed a workflow management framework capable of both modeling structure and providing a wide range
of quantitative analysis with high-level Petri nets (PNs). The framework is based on a sustainability index
that captures the concepts of self-protecting and self-healing systems. This index uses crisp numerical values
to measure the robustness and resiliency of the system. However, the observed values of data in real-world
military operations are often imprecise or vague. These inexact data can be represented by fuzzy numbers to
reflect the decision makers’ intuition and subjective judgments. In this paper, the authors extend this model
to a fuzzy framework by proposing a new fuzzy workflow modeling system with PNs. The new model plots
the fuzzy robustness and resiliency measures in a Cartesian coordinate system and derives an overall fuzzy
sustainability index for the system based on the theory of displaced ideals. The proposed model also considers
multiple criteria to produce this fuzzy index.
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INTRODUCTION
Robustness, the ability of a system to avoid
failure, and resiliency, the ability to recover from
failure once it occurs, are essential elements of
good workflow management systems. Nevertheless, there has been very little discussion of
these properties in the workflow management
DOI: 10.4018/ijkbo.2011100105

literature. The necessity for readiness and the
ability to cope with the possibility and reality
of failure in complex systems makes this an
important area for future workflow management
studies, especially in highly critical areas such
as military operations.
Tavana et al. (2011) proposed measures of
robustness and resiliency for Petri nets (PNs)
expanded with alternate paths and repair times.
These measures require the use of crisp values
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for times and probabilities. However, in realworld situations, workflow management systems
are characterized by a high level of imprecision,
vague parameters, and ill-defined relationships.
Imprecision reduction must occur to find the
measures of robustness and resiliency for PNs.
Few approaches are suggested in the literature to
adequately represent imprecision, and formally
reduce it to precise values. Fuzzy set theory
has considerable potential for addressing the
imprecision in workflow management systems.
In this paper, we propose the use of fuzzy
sets in the calculation of resiliency and robustness for workflow management systems. These
fuzzy values will account for the variability of
data while still enabling the calculation of robustness and resiliency. Fuzzy logic and approximate reasoning enable computation in the
face of uncertainty, generating approximate
results (Nedjah & De Macedo Mourelle, 2005).
Fuzzy triangular numbers are used for each
property. Tavana et al. (2011) based their calculations of robustness and resiliency on three
factors: arc breakage probability, transition
completion time, and transition repair time. We
incorporate additional cost-based properties in
the model proposed in this study. We also make
use of available protection, as proposed by
Zammori et al. (2009). Probabilities of failure
are approximated by verbal expressions. The
calculations of robustness and resiliency ( k
and g ) are modified to accommodate these
new and modified values. We extend the pragmatism and efficacy of the model proposed by
Tavana et al. (2011). We will incorporate additional factors contributing to the resiliency
and robustness of systems and allow for more
flexible input of uncertain, vague, and ambiguous data through the use of fuzzy numbers.
This paper is organized as follows. We
review the work on PN-based workflow management systems in the next section followed
by a review of the literature on imperfect data
representation methods. We next discuss the
workflow management extensions considered in
this study (i.e., probability of occurrence, time,
cost, available protection). We next introduce
our measures of robustness and resiliency for

the PNs in fuzzy environments and provide a
graphical representation of the model. We then
present a numerical example and an application of the proposed model to an air tasking
order generation process of the U.S. Air Force.
Finally, we present our conclusions and future
research directions.

PN-BASED WORKFLOW
MANAGEMENT
A workflow management system is a set of
activities involving the coordinated implementation of various tasks performed by different
processing entities (Casati et al., 1995; van der
Aalst & van Hee, 2002). Different techniques
may be used for workflow modeling depending
on the goals and objectives. While workflow
management systems are popular, with widespread applications, they still suffer from lack of
standards and an agreed-upon modeling method
(Salimifard & Wright, 2001). These systems are
complex artifacts; they are difficult and expensive to build and validate, especially when the
components of the system exhibit complicated
properties such as sequential synchronization,
merging, or prioritization (Balduzzi et al., 2000;
Mehrez et al., 1995).
PNs have gained popularity recently as a
tool for workflow modeling (Hsieh & Chiang,
2010; van der Aalst et al., 1994, 1998, 2000).
However, the majority of existing PN models
put their focus on the process aspect and do not
consider important characteristics of the workflow management systems (Julia et al., 2008).
PNs are the only formal technique that provides
a wide range of qualitative and quantitative
analysis in addition to modeling structure. They
provide a graphical representation to enhance
the understanding of the modeled system. PNs
can also be used to formally analyze, verify,
and validate the model (van der Aalst, 1997;
Desel, 2000).
Each PN is defined by sets of transitions,
places, and arcs. Transitions (rectangles) and
places (circles) are two types of nodes, connected by arcs. Transitions represent some sort
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of action or process, while places represent
the input and output of these processes. Some
PNs include concepts of time, color, or other
attributes. For further details, see Tavana et
al. (2011).
In this study, we use high-level timed PNs
expanded in several dimensions. The ability of
PNs to model the workflow primitives identified
by the Workflow Management Coalition was
shown by van der Aalst (1996). We expand those
primitives to include alternate splits, where
the dotted arcs serve as secondary paths to be
taken if there is a fault in the primary route
(e.g., a broken arc or a failed transition). The
modeling of these “back-up plans” is useful in
the study of the robustness and resiliency of
the PNs (Figure 1).

IMPERFECT DATA
REPRESENTATION
Several theories have been developed to deal
with imperfect data. Imperfect data can be
characterized as being uncertain, imprecise,
or both. Other imperfect data such as vague
or incomplete data can be described as a special form of imprecision and (or) uncertainty
(Smets, 1997). Bayesian theory deals with
both uncertainty and imprecision (Fienberg,
2006; Howson & Urbach, 1993; Jaynes, 2003).
Rough sets theory is used to handle imprecision
when uncertainty is involved but not quantified
(Pawlak, 1991). The theory of evidence deals
with data that contains both imprecision and
uncertainty at the same time (Shafer, 1976;
Dempster, 1967). The theory of possibility
handles incomplete data, which is a combination
of imprecise and uncertain data (Zadeh, 1978).
The theory of fuzzy sets deals with vague data
which is a particular case of both imprecise and
uncertain data (Zadeh, 1965). Although these
theories are used to handle only one type of
imperfection, random sets and the conditional
event algebra are proposed to cope with all
types of imperfection (Goodman et al., 1997).
Uncertainty represents the state of knowledge about a piece of data, while imprecision

is the characteristic of a piece of data that cannot be expressed with a single value. When
uncertainty is used to characterize chance, it
is objective data; however, when uncertainty is
used to characterize the state of knowledge, it is
subjective data. Imprecision is a characteristic
of objective data only. Vagueness is generally
due to the limitation of the vocabulary and is
often used to characterize subjective data. The
phrase “Jim died young” is a definite piece of
information but vague because we neither know
how old Jim was when he died, or what the limits
of “young” is. Does young mean 20 years old
or 40 years old? This vague data is imprecise
and uncertain and can be better represented
with the theory of fuzzy sets.
In classical set theory, an element either
belongs to a set or it does not. This strict division
is not always practical. For example, if we consider the time spent in a dentist’s waiting room,
we may define the crisp set of waiting times
that are “long” to include all waits longer than
30 minutes. According to this definition, a wait
of 30 minutes is considered “long,” while one
of 29 minutes and 59 seconds is “not long.” In
practice, both would seem to be about the same
length. We would likely distinguish between
degrees of length: the wait may be “somewhat
long” or “extremely long”; there would be a
gradual change from “not long” rather than
a strict division between sets. In other words,
some time values will be members of the set
of long waits with more strength than others.
The membership function of a fuzzy set
defines the mapping of inputs to the degree
or strength of membership, ranging from 0 to
1. The shape of this membership function can
vary, as any function whose image is between
0 and 1 is a possible membership function. The
simplest of these functions are those represented by straight lines, such as triangular and
trapezoidal member functions. In this study,
we use triangular fuzzy numbers to represent
and quantify the vagueness associated with the
decision variables and the input and output data.
Fuzzy sets have been used to account for the
variability of data in workflow management
systems (Lin et al., 2007; Tsai & Wang, 2008).
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Figure 1. Workflow primitives

The choice of triangular fuzzy numbers in this
study is made due to their simplicity and the
ease of interpretation in modeling. Other types
of fuzzy numbers, including trapezoidal fuzzy
numbers, may increase the computational
complexity without substantially affecting the
accuracy of the results (Wang & Elhag, 2006;
Yang & Hung, 2007).
Fuzzy triangular numbers (FTNs) are

{

}

comprised of an ordered triplet a, b, c defining the lower value, core (i.e., most likely), and
the upper value that the given property may

take on (Figure 2). FTNs will be used in this
study because they are both simple to define
and easy to manipulate while still providing the
flexibility of data desired of fuzzy numbers
(Zammori et al., 2009).

Fuzzy Arithmetic
In order to measure system properties, it is necessary to manipulate the FTNs and perform basic
arithmetic operations on them. The relevant
operations are defined as follows (Zammori
et al., 2009):
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Figure 2. Fuzzy triangular number {a,b,c}

~




Fuzzy Maximum max 



It should be noted that while using these
operations, a ≤ b ≤ c at all times.

PN WORKFLOW EXTENSIONS
Probability of Occurrence
Consideration
Fuzzy Division (/)
a b a 
FTN 1 (/) FTN 2 =  1 , 1 , 1 
c2 b2 a2 
Fuzzy Subtraction(-)
FTN 1 (−)FTN 2 = (a1 − c2 , b1 − b2 , c1 − a2 )

Fuzzy Addition (+)
FTN 1 (+)FTN 2 = (a1 + a2 , b1 + b2 , c1 + c2 )

The existence of alternate paths leading to an
output increases the robustness of the network.
When part of the network fails, an alternate arc
can be taken; when there are multiple paths that
must all be taken for the system to function
(i.e., concurrent transitions), the existence of
back-ups can create different possible routes.
We define a route as a possible set of paths that
form a functioning system; a path is a set of
arcs, transitions, and places leading from the
input to the output.
Failures of proper behavior in transitions
or places can be modeled by the incapacitation
of arcs. An arc from place i to transition j is
denoted l p , t , while one in the opposite direci

Fuzzy Multiplication(x)
An a -cut, defined for some value a
0 ≤ a ≤ 1 , is an interval containing the

(

)

members whose values are greater than a.

FTN 1 (×)FTN 2 = (a1 × a2 , b1 ×b2 , c1 × c2 )

j

tion would be written as l p ,
i

tj

. We do not

distinguish between arcs from places to transitions and arcs from transitions to places; the
notation Pp , t is considered to cover both
i

j

cases. In general, the smaller the overall expected incapacitation probability, the more
robust the network. Each arc is assigned a
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breakage probability FTN Pp ,
i

tj

based on the

likelihood of that arc breaking.
We represent the fuzzy set of arcs that will
fail with SF. An arc is only sure to break if it
is a member of that set with degree 1; if it is a
member with degree 0, it will never fail. The
degree of membership corresponds directly to
the probability that the arc will fail.
It is often difficult to assign a numerical
value to something like the chance of failure.
Instead, these probabilities can be represented
by linguistic terms characterized by fuzzy numbers to reflect the decision makers’ intuition and
subjective judgments. Many people prefer to
give verbal expressions of uncertainty but to receive numerical probability judgments (Tavana
et al., 1997). While a number of studies have
proposed various mappings of verbal phrases to
numerical values, most have dealt with equally
spaced ranges of probabilities. In this paper, we
believe that the ability to distinguish between
small probabilities of failure is more important
than the maintenance of uniform ranges; the
difference a 0.001 chance of failure and a 0.01
chance is much more likely to be useful than the
difference between chances of 0.601 and 0.6001,
for example. We therefore utilize the set of verbal
descriptors proposed by Goodarzi et al. (2010).
We expand the specific probability assigned to
each term into an FTN, as shown in Figure 3,
with the proposed probability functioning as
the most-likely core value. Since it is difficult
and in fact impractical to draw a strong division
between the expressions, the probability ranges
overlap. The specific verbal phrases used and
the corresponding probability ranges can be
altered at the discretion of the user.
Each arc will be assigned a verbal evaluation of the breakage probability. The corresponding FTN can be found in Table 1. In situations where sufficient data are available to
provide more precise probability values or
intervals, these values should be used instead
of verbal estimates.
The incapacitation probability of a network
is the probability that the network will be rendered nonfunctional. It can be determined by

examining the structure of the network and the
breakage probabilities of its constituent arcs.
If every arc must be complete for the network
to function, then the incapacitation probability
is calculated by subtracting the probability that
none of the arcs are broken from 1 (i.e., certainty). The probability that none of the arcs
are broken is the product of 1 − Pp , t for

( )

i

j

all expected breakage probabilities Pp , t :
i j



Pincapacitation = 1 (−) ∏ 1 (−) Pp , t 
i
j 


(1)

It should be noted that an integer can be
treated as an FTN: 1 = {1,1,1}.
The calculation of the incapacitation probability becomes more complex when there are
alternate routes to the output and so the breakage
of one arc does not necessarily result in the failure of the entire network. Instead, the network
is incapacitated only when all of the possible
routes are broken. In other words, at least one
of the paths in all of the routes must be broken.
To simplify this calculation, we recommend
dividing the PN into zones surrounding each
transition. Zones should contain either primary
or back-up (alternate) arcs, but not both. A failure
in any of the arcs in each zone will incapacitate
at least one path. By considering the probability
of failure or success for each individual zone and
various combinations of zones, the incapacitation probability can be found (see the practical
application that follows). It should be noted that
through traditional fuzzy arithmetic, the sum
of all possible cases may be more than 1. By
using linear optimization and forcing the sum
to equal 1, it is possible to calculate the fuzzy
probability of failure (Buckley, 2006).

Transition Properties
Time Consideration
The amount of time it takes to complete a
process is vital information when studying
workflow systems. In a timed PN, each transi-

Copyright © 2011, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

78 International Journal of Knowledge-Based Organizations, 1(4), 72-90, October-December 2011

Figure 3. Fuzzy verbal expression membership functions (not to scale)

Table 1. Verbal expressions and corresponding probability estimates
Verbal expressions

Probability

Virtually Certain

{0.992025, 0.999, 1}

Very Likely

{0.93275, 0.99, .994775}

Likely

{0.68, 0.9, .947475}

Neutral

{.287525, 0.5, .71225}

Unlikely

{.04825, 0.1, .32}

Very Unlikely

{0.005225, 0.01, .062975}

Virtually Impossible

{0, 0.001, 0.00775}

tion takes a certain amount of time. However,
the length of time required by a process is often
not constant. The specific people or computer
systems involved and even outside factors such
as the weather can greatly influence the time
involved. Because of this uncertainty, we represent the completion times with FTNs. The
completion time for transition i is denoted Tt .
i
The system completion time is the time
that it takes to progress from the initial input to
the final output. Each route will have its own
completion time Tr. When a route consists of a

single path, the route completion time is the sum
of the completion times of the transitions along
that path and when a route consists of multiple
paths (i.e., concurrent transitions) the route
completion time is calculated using the fuzzy
maximum operation (the longest path dictates
the time that it will take the system to run).
When the system has only one route, the
system completion time is the route completion
time. Otherwise, a weighted average of the
resulting route completion times can be taken
to find the overall system completion time. In
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this calculation, it is assumed that some route to
the output will be found. Network incapacitation is not considered, since that would imply
an infinite amount of time until completion.
The probability of taking each route is an
FTN derived from the breakage probabilities;
the core value of each FTN is multiplied by
its route completion time. These values are
then added together, giving the overall system
completion time:

(2)
When a transition fails, a certain amount
of time is required to repair it. While this repair
time will most likely vary depending on the
specific type of failure, it is possible to consider a range of probable times. Each transition
is therefore assigned a repair time Rt that is
i

also an FTN. Route and system repair times are
defined similarly to the route and system
completion times. The overall expected system
repair time is:

(3)

Available Protection
It is often possible to reduce the completion
time of a transition by increasing its cost. This
may involve assigning additional man-hours to
a project, outsourcing a task, or other methods.
Each transition is therefore assigned a maximum
possible reduction in time (DTt ) and the cori

responding increase in cost (DC t ) as proposed
i

by Zammori et al. (2009). For each route, we
can calculate the Available Protection (AP).
The AP gives the potential reduction in route
time per unit cost:

A Pr =
i

∑
∑

i

∆Tt

(4)

i

∆C t
i

i

where the numerator and denominator give
the route values DTr and DC r , respectively.
i

i

The system APs are calculated similarly to
the system costs. It measures the total flexibility
in time rather than the flexibility of the system
completion time. The APs are not derived from
the route AP, but from the route changes in
time and cost.

∑ P (route )(×) ∆T

Cost Consideration



∆T
APs = i
=
P

∑  core (routei )(×) ∆C ri  ∆C
i
(5)
core

i

ri

There are costs associated with each step of a
process. These costs may characterize manhours, materials, equipment, and resources;
they may also consist of non-financial costs
such as opportunity cost, tax credit, and so on.
We assign a completion cost (C t ) and a repair

ROBUSTNESS AND
RESILIENCY MEASURES

cost (Dt ) to each transition. Route costs are

Robustness Measure

i

i

the sum of the costs along that route. If there
are no alternate routes, then system completion
and repair costs are the sum of all the transition
completion and repair costs. If alternate routes
do exist, the system costs are the sum of the
route costs weighted according to the core
probability of taking them, assuming that the
system works.

Robustness is the ability of a system to avoid
failure. The less vulnerable the system time and
cost are to problems, the more robust the network
will be. Therefore, a comparison of the optimistic and pessimistic scenarios is relevant. We
make an a - cut with a = 0.1 in our FTNs
Ts and Cs. These cuts define the interval a * , c * 
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in which membership is greater than 0.1. The
lowest values of time or cost occur between a
and a*, while the highest values occur between
c* and c. We define a best-case FTN

 a + a * * 
with the ordered triplet 
, a  and
a,



2




a worst-case FTN with the ordered triplet

 c + c * * 
, c  . The ratios of the best-case
c,


2



system time to the worst-case system time and
the best-case system cost to the worst-case
system cost are both incorporated into our robustness measure. The smaller the value of
these ratios, the greater the potential ramifications of disruption to the system, and so the less
robust the system is.
The APs are also incorporated. Since the
decrease in time DT will always be smaller
than the system time Ts but the increase in cost
DC could be either smaller or greater than
the system cost Cs, a straightforward ratio is
not practical. Instead, we multiply the ratio of
the decrease in time to the system time by the
ratio of the system cost to the total cost
∆T
Cs
. Since the traditional FTN
(×)
Ts
∆C (+)Cs

division would treat the values of Cs in the
numerator and denominator as independent
variables, an alternate method must be used.
The minimum of

Cs

∆C (+)Cs

will occur when

Cs is at its minimum and DC is at its maximum, while the maximum will occur when
DC is minimized and Cs is maximized. These
two values, combined with the traditionally
calculated middle value, will provide the appropriate FTN as a result. The quantity
∆T
Cs
is bounded above by 1 and
(×)
Ts
∆C (+)Cs

below by 0; it will be the greatest when the
potential to decrease the time is high but the
corresponding increase of cost is low.
We define k as the combination of time,
cost, and probability used to measure
robustness:

(6)
The final subtraction term is included
simply so that k will have a symmetrical range.
The denominator is added to provide a range
from -1 to 1. A system is least robust when
k = −1 (the worst-case time is infinitely
greater than the best-case time, the worst-case
cost is infinitely greater than the best-case cost,
time cannot be decreased without infinite cost,
and failure is certain). It is most robust when
k = 1 (the best-case time and worst-case time
are equal, the best-case cost and worst-case cost
are equal, the process can take zero time with
no added cost, and failure is impossible). Practically, neither of these extreme scenarios will
actually occur, so the measured robustness will
lie in the open interval from -1 to 1.

Resiliency Measure
Resiliency is the ability of the system to recover from failure. We compare the system
completion time Ts and the system completion
cost Cs with their corresponding repair values
to measure resiliency (g ) . The system repair
time and cost assume failure in each transition,
regardless of the probability of failure associated with it. This is reasonable, since resiliency
is concerned with the ability to recover after
disaster has already occurred, no matter how
likely that disaster was. Resiliency is defined as:

Ts (−) Rs
Ts (−) Rs 

 2
g = 
+)
(
Ts (+) Rs
Ts (+) Rs 


(7)

Again, the numerators and denominators
cannot be treated traditionally as separate FTNs
since this would treat the repeated values as
independent variables. Instead, the minimum
and maximum values for each division should
be used for the minimum and maximum results
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of the FTN. Similar to our robustness measure
k , g ranges from -1 (the repair time and cost
are infinitely greater than the system time and
cost) to 1 (the system time and cost are infinitely greater than the repair time and cost).

A Graphical Perspective
When both robustness and resiliency values
have been calculated, the intervals k and g
can be plotted on the plane with range and
domain −1,1 . By choosing the threshold





values k̂ and ĝ , the plane can be divided into
four quadrants. These threshold values are left
to the discretion of the user, as the classification
of some results as “resilient” or “robust” is
situation-dependent.
After the thresholds have been chosen,
the plane will be divided into four quadrants,
identified as the Possession Quadrant, the Preservation Quadrant, the Restoration Quadrant,
and the Devastation Quadrant (Figure 4).
•

Possession Quadrant: Networks in this
quadrant are both robust and resilient. They
are unlikely to encounter obstacles that will

•

•

•

disable the system; if they do, the system
will recover without significant difficulty.
Preservation Quadrant: In this quadrant,
networks are robust but not resilient. These
networks are unlikely to fail. However, if
an unforeseen disaster occurs, the road to
recovery will be long and hard.
Restoration Quadrant: Networks in this
quadrant are resilient but not robust. They
may fail again and again, but repairs are
quick. Before long, they will be back on
their feet.
Devastation Quadrant: These networks
are neither robust nor resilient. They are
very susceptible to failure, and once they
have failed, recovery is difficult. Significant changes are needed to improve these
systems.

Since both g and k are intervals, it is
possible that one or both of the threshold values
will run through them, causing the network to
reside in multiple quadrants. We define the
sub-ideal point and the sub-nadir for each robustness/resiliency pair. The sub-ideal point is
the ordered pair made up of the highest pos-

Figure 4. Robustness-resiliency plane
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sible values for robustness and resiliency (i.e.,
the upper right-hand corner of the plane), while
the sub-nadir is the combination of the lowest
possible values for robustness and resiliency,
located in the lower left-hand corner of the
plane. The overall ideal point for networks is
(1,1), where both robustness and resiliency are
at their maximum; while the overall nadir is
(-1,-1), at which both are at their minimum
values. The displacement of a given point from
the ideal point is given by the Euclidean distance
formula,
. We
define κ0 , γ 0 = 1,1 . The overall sustain-

(

) ( )

The system completion and repair times
are found by taking the fuzzy maximum of the
values for the parallel tasks:

~

(

1

4

) = {21, 25, 37}

Rs = max Rt (+) Rt , Rt (+) Rt

(

1

) = {27, 35, 45}

Ts = max Tt (+)Tt ,Tt (+)Tt

~

2

2

3

3

4

The costs for all transitions are added to
calculate the system completion and repair costs:

ability index (w) is the ratio of the distance
between the core robustness and the resiliency
values and the ideal point to the maximum
distance possible (i.e., the distance between the
ideal and the nadir points).
(8)
The lower the sustainability index, the
closer the system resiliency and robustness
are to the ideal. In addition to the intersection
of the core values, a best-case and worst-case
sustainability index can be determined using the
sub-ideal point and the sub-nadir, respectively.

The available protection is calculated
similarly, with fuzzy division performed in
the last step:

PRACTICAL APPLICATION
Let us consider the PN presented in Figure
5. The execution of this system is dependent
on two parallel sequences. The arc breakage
probabilities are given in Table 2, while the
properties associated with each transition are
shown in Table 3.
Since there are no alternate transitions, if
any arc is broken, the network will fail. The
incapacitation probability can be calculated as:

In order to compute the network robustness,
best- and worst-case values for Ts and Cs must
be determined. Making an a - cut in each
FTN with a = .1 and assuming that the core
value is at the center of the interval, we find:
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Figure 5. Simple workflow example (with alternate transitions)

{
}
= {35.8, 36.4, 37} ,
= {910, 924, 938} , and
= {1379, 1389.5, 1400} .

Ts best = 21, 21.2, 21.4 ,
Ts worst
Rs best
Rs worst

Next, we find the lowest value for resiliency
by combining the minimum values of Ts and Cs
with the maximum values of Rs and Ds. The
maximum resiliency value is achieved with the
greatest values of Ts and Cs and the minimum
values of Rs and Ds. The core resiliency value
is derived from the core time and cost values:

The robustness measure can then be calculated as:
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Table 2. Breakage probabilities for the example
Arc

Verbal Breakage Probability

lp , t
1

1

Unlikely

lp , t

3

Very Unlikely

lt , p

2

Very Unlikely

lt , p
3
3

Virtually Impossible

lp , t
2 2

Virtually Impossible

lp , t
3 4

Unlikely

lt , p
2
4

Neutral

lt , p
4
4

Very Unlikely

lp , t '

Very Unlikely

1

1

1

1

lp , t '
1

Unlikely

3

lt ' , p

Virtually Impossible

lt ' , p
3
3

Virtually Impossible

1

4

The overall sustainability index can then be
calculated using the core values for robustness
and resiliency:

(−0.245 − 1) + (−0.104 − 1)
2

w=

2 2

2

= 0.588

Figure 4 shows the network expanded with
alternate paths. Transition t'1 is an alternative
to transitions t1 and t2 . Transition t'3 is a
backup for transition t 3 ; there is no alternative
to transition t 4 . Five zones are defined which
may either succeed or fail, giving a total of 32
possible states for the network (Table 4). Since
transition 4 has no backup, if zone 5 fails, the

network fails regardless of the state of the
other zones. Nine of the 32 possible states
(identified as “Yes” in the fourth column of
Table 4) allow the network to function.
In order to find the probability of failure,
the relevant probabilities cannot simply be
added, since this would generate results
greater than 1. Instead, linear optimization is
used. Since there are 32 possible network states,
each state occurs with a probability
pi , 1 £ i £ 32 . We define ai as the lowest
value given by the probability FTN for state i,
and bi as the highest value. The probabilities
are then constrained as follows:

ai ≤ pi ≤ bi
p1 + ... + p32 = 1
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Table 3. Transition properties for the example

Transition

Completion
Time T
t
i

Repair Time
Rt
i

Completion
Cost C
t
i

Repair Cost
Dt
i

Change in
Completion
Time DT
t

Change in
Completion
Cost DC
t

i

i

t1

{12, 15, 22}

{23, 28, 35}

{200, 330,
385}

{975, 1600,
2700}

{1.5, 1.9,
2.4}

{289, 330,
370}

t2

{9, 10, 13}

{4, 7, 10}

{260, 360,
450}

{210, 225, 240}

{2, 3,2 3.25}

{90, 100,
125}

t3

{4, 6, 9}

{6, 8, 8.5}

{100, 125,
165}

{50, 55, 70}

{1, 1.5, 1.75}

{80, 120,
130}

t4

{3.5, 4, 4.75}

{1.5, 3, 4.25}

{350, 375,
400}

{435, 450, 475}

{.85, 1, 1.4}

{60, 95, 110}

t'1

{6.5, 8, 9}

{.5, 2, 4}

{500, 850,
925}

{30, 40, 45}

{0, 0, 0}

---

t'3

{11, 11.5, 13}

{6, 6.5, 7}

{85, 90, 100}

{40, 50, 60}

{6, 10, 14}

{10, 15, 18}

In order to generate an FTN for the probability of success, we wish to find the maximum
and minimum values for the sum of the successful states:

Because this is a linear equation, its optimization
can be calculated quickly by Maple or Excel
Solver. The maximum and minimum values,
combined with the sum of the corresponding
core values (which do not require optimization),
define an FTN for the probability of success.
When subtracted from 1, this gives a system incapacitation probability of {0.017,0.076,0.525}.
In order to calculate the system times and
costs along with the Available Protection, each
possible route value must be weighted according to the probability of taking that route. These
probabilities are different from those given in
Table 4, since it is assumed that some working
route will be found. Additionally, only the core
values of these probabilities are used in the
calculations of these quantities.

There are four possible routes from input
to output. Route 1 goes through zones 1, 2, and
5; route 2 goes through zones 1, 4, and 5; route
3 goes through zones 2, 3, and 5; and route 4
goes through zones 3, 4, and 5. The probability
of taking each route is based on the probability
that the alternate transitions are not needed. The
probability of failure of alternate transitions or
transitions with no back-up is not taken into
consideration.
The probability of taking route 1 is the
probability that both zones 1 and 2 work:

{

}

P (route1 ) = 0.079, 0.357, 0.608

The probability of taking route 2 is the
probability that zone 1 works and zone 2 does
not work:

{

}

P (route2 ) = 0.007, 0.044, 0.233

The probability of taking route 3 is the
probability that zone 1 does not work and zone
2 does work:
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{

}

P (route3 ) = 0.228, 0.534, 0.829

The probability of taking route 4 is the
probability that neither zone 1 nor zone 2 works:

{

}

P (route4 ) = 0.019, 0.065, 0.318

The route completion times are found in
the same way that the system completion time
was found in the unmodified system. The new
system completion time is the weighted average
of these values:

The system repair time, system completion
cost, and system repair cost are calculated
similarly, as are DT and DC (Table 5).
We use these values to find the robustness
and resiliency measures and the overall sustainability index:

{
}
k = {−0.074, 0.249, 0.383}
g = −0.310, − 0.052, 0.201

w = 0.457

Let us further assume that the threshold
values of ³ˆ= 0 and ºˆ = 0 are chosen. While
0 be any number between
0 value may
each threshold
-1 and 1, these values are chosen for the sake of
simplicity. As shown in Figure 6, the initial
system was likely to be neither robust nor resilient. The robustness and resiliency measures
both increased with the addition of backup

transitions, moving the core values of the system
used for the sustainability index from the Devastation Quadrant to the Possession Quadrant.

CONCLUSION AND FUTURE
RESEARCH DIRECTIONS
Organizations use workflow management
systems to coordinate their business environment, facilitate instant access to accurate and
up-to-date data, schedule and synchronize
changes and test the effectiveness of business
processes. Despite the importance of developing
and maintaining self-protecting and self-healing
business processes, the study of resiliency
and robustness has received little attention in
the workflow management systems literature.
Tavana et al. (2011) proposed measures of
robustness and resiliency for PNs expanded
with alternate paths and repair times. Their
measures required the use of crisp values for
times and probabilities. However, in real-world
problems, workflow management systems are
characterized by a high level of imprecision,
vague parameters, and ill-defined relationships.
Imprecision reduction must occur to find the
measures of robustness and resiliency for PNs.
Few approaches are suggested in the literature to
adequately represent imprecision, and formally
reduce it to precise values. Fuzzy set theory
has considerable potential for addressing the
imprecision in workflow management systems.
This study increases the practical application of the workflow management model
of Tavana et al. (2011) by incorporating additional factors contributing to the resiliency
and robustness of systems and allowing for
more flexible input of uncertain data through
the use of fuzzy numbers. Fuzzy measures for
robustness and resiliency are also generated,
showing the range that each value may take on,
as well as the most likely value. This expanded
model allows broader and more flexible inputs
while still generating well-defined and useful
results. The framework proposed in this paper
could be expanded to:
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Table 4. Possible network conditions and probabilities of occurrence
Path

Functioning
Zones

Failing Zones

Network
Functions

Probability

1

1, 2, 3, 4, 5

-----

Yes

{0.0638, 0.346, 0.598}

2

1, 2, 3, 4

5

No

{3.588E-4, 0.004, 0.042}

3

1, 2, 3, 5

4

Yes

{3.588E-4, 0.004, 0.042}

4

1, 2, 3

4, 5

No

{2.016E-06, 4.267E-05, 0.003}

5

1, 2, 4, 5

3

Yes

{3.588E-4, 0.004, 0.042}

6

1, 2, 4

3, 5

No

{2.016E-06, 4.267E-05, 0.003}

7

1, 2, 5

3, 4

No

{2.016E-06, 4.267E-05, 0.003}

8

1, 2

3, 4, 5

No

{1.133E-08, 4.742E-07, 2.106E-4}

9

1, 3, 4, 5

2

Yes

{0.005, 0.042, 0.229}

10

1, 3, 4

2, 5

No

{2.997E-05, 4.698E-4, 0.016}

11

1, 3, 5

2, 4

Yes

{2.997E-05, 4.698E-4, 0.016}

12

1, 3

2, 4, 5

No

{1.684E-07, 5.221E-06, 0.001}

13

1, 4, 5

2, 3

Yes

{2.997E-05, 4.698E-4, 0.016}

14

1, 4

2, 3, 5

No

{1.684E-07, 5.221E-06, 0.001}

15

1,5

2, 3, 4

No

{1.684E-07, 5.221E-06, 0.001}

16

1

2, 3, 4, 5

No

{9.465E-10, 5.801E-08, 8.072E-05}

17

2, 3, 4, 5

1

Yes

{0.183, 0.516, 0.816}

18

2, 3, 4

1, 5

No

{0.001, 0.006, 0.058}

19

2, 3, 5

1, 4

Yes

{0.001, 0.006, 0.058}

20

2, 3

1, 4, 5

No

{5.790E-06, 6.376E-05, 0.004}

21

2, 4, 5

1, 3

Yes

{1.684E-07, 5.221E-06, 0.001}

22

2, 4

1, 3, 5

No

{5.790E-06, 6.376E-05, 0.004}

23

2, 5

1, 3, 4

No

{5.790E-06, 6.376E-05, 0.004}

24

2

1, 3, 4, 5

No

{3.254E-08, 7.085E-07, 2.872E-4}

25

3, 4, 5

1, 2

No

{0.015, 0.0632, 0.313}

26

3, 4

1, 2, 5

No

{8.606E-05, 7.019E-4, 0.022}

27

3, 5

1, 2, 4

No

{8.606E-05, 7.019E-4, 0.022}

28

3

1, 2, 4, 5

No

{4.836E-07, 7.800E-06, 0.002}

29

4, 5

1, 2, 3

No

{8.606E-05, 7.019E-4, 0.022}

30

4

1, 2, 3, 5

No

{4.836E-07, 7.800E-06, 0.002}

31

5

1, 2, 3, 4

No

{4.836E-07, 7.800E-06, 0.002}

32

----

1, 2, 3, 4, 5

No

{2.718E-09, 8.66728E-08, 1.101E-4}
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Table 5. Example system results
System

Original

Modified

PIncapacitation

{0.395, 0.647, 0.926}

{0.017, 0.076, 0.525}

Completion TimeTs

{21.000, 25.000, 37.000}

{13.305, 16.373, 23.333}

Repair Time Rs

{27.000, 35.000, 45.000}

{15.319, 20.525, 25.583 }

Completion Cost Cs

{910.000, 1190.000, 1400.000}

{932.327, 1282.033, 1446.830}

Repair Cost Ds

{1670.000, 2330.000, 3485.000}

{977.007, 1260.151, 1749.660}

Available Protection APs

{0.007, 0.011, 0.017}

{0.009, 0.015, 0.024}

Robustness k

{-0.314, -0.104, 0.094}

{-0.074, 0.249, 0.383}

Resiliency g

{-0.475, -0.245, 0.034}

{-0.310, 0.052, 0.201}

.588

.457

Probability of Failure

Overall Sustainability Index

w

Figure 6. Original and modified case study robustness-resiliency plane

Copyright © 2011, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

International Journal of Knowledge-Based Organizations, 1(4), 72-90, October-December 2011 89

•
•

•

Include a third dimension in the resiliency,
robustness and sustainability index to track
changes to a system over time.
Consider the interdependency of resiliency
and robustness. These two features may
not necessarily function independently, as
changes to one may affect the other.
Encompass a computer implementation of
the proposed framework. An automated
system will provide the capability for
continuous monitoring of the resiliency
and robustness in large systems.

In this study, we have built upon the groundwork for the consideration of resiliency and
robustness in workflow management systems.
We hope that the concepts introduced and expanded upon here will provide inspiration for
future research.
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